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14 February 1983

MEMORANDUM FOR: Deputy Director for Operations
Chief, Counterintelligence Staff/DDO

FROM: Executive Assistant to the DDCI

During his 10 February session with Under Secretary of State Eagleburger
and D/INR Montgomery, the DOCI advised them of the contents of Headquarters
Messagsg etailing KGB methods of operation including exploi-
tation oF uncTassified messages obtained from Embassy locals. The DDCI also
mentioned other security concerns, such as career counseling sessions over

~ open phone lines, etc. Montgomery and Eagleburger were both appalled and want
to bring these practices to a halt. The DDCI agreed to provide Montgomery a
memorandum detailing the problems that he in turn could convert to a worldwide

message to all State posts. Would you please develop an appropriate memorandum

.

to serve this purpose by the end of the week. LR
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